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4 Introduction

This document details the firmware update procedures for XDG switches. It describes how to flash
‘bin” image (NOR flash), bootstrap ‘mfi’/’ext4.gz’ firmware (Application Software Image), update
bootloader image (.img) through ICLI, and upgrade ‘mfi’/’ext4.gz’ firmware. This will discuss update
using ICLI or Web GUI where ever applicable. This instruction applies only to ISTAX firmware.
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5 TFTP Server

In order to update bootloader(.img) or firmware(.mfi/.ext4.gz), you need to set tftp server.

o We used tftp software from http://tftpd32.jounin.net/tftpd32 download.html and snapshots
are from the application, version of the software is 4.64.

e Install tftpd64

e Set the base directory on your PC

@5 Ttpd64 by Ph. lounin - O X
Current Directory fonint D ocun WD - Browse

Serverinterfaces  [10,83.6.139 IntelR)EY | Show Dir

Tftp Client ] DHCP server ] Swslog server ] Log wiewer ]

peer file start ime | progress

About | Settings | Help

e Make the settings as follows

B Trtpdbd: Settings o

GLOBAL TFTP | DHCP| SvsLog | ows |

Baze Directory

C:\Uzershsatonin\Documentsittp Browsze

TFTP Security TFTP configuration
I~ Mone Timeout [seconds) 3
(% Standard tax R etranzmit 5
" High Thtp port [=5:]
" Read Only local ports pool

Advanced TFTP Options

v Option negaotiation

™ P=E Compatibility

¥ Show Progress bar

Translate Unix file names

Bind TFTP to thiz address |1D.38.8.1 a9 ﬂ
Allowe "' s wvirtual root

|Jze anticipation window of IEI— Bytes

Hide "Window at startup

Create "dir.tat" files
Create md5 files

Beep for long transfer
Reduce '/ in file path

0K | Default Help Cancel

R A I
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6 Flashing ‘bin’ (Flash Image)

This section details how to flash NOR memory of switch with bin image and prepare for
bootstrapping. Only in rare cases ‘bin’ may need to be updated. ASIX Forte Programmer and ASIX
UP software are used.

Caution: write down the current mac address since it will be deleted after flashing. You can check
current mac address by printing in ICLI # show ver or in Web GUI by going to Monitor -> System ->
Information.

Caution: Flashing the switch voids warranty, customers are advised to send unit to Connect Tech
for RMA instead.

6.1 Flashing

¢ Move switch to reset mode and boot

=1 | ]

CEELE R

S SWRST
;BRDRST

™ A
XDG205

e In Asix UP, choose corresponding SPI chip. Connect Forte Programmer to SPI port.
i i
FORTE | | MxZ25L12835F FORTE | | M:xBEL1G450G

XDG202 XDG205

e Select both “in idle state” and “During programmer” in Forte programmer settings
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FORTE programmer settings

Supply from the programmer:

a7 Iy 3.6

I idle state
Dhuring programming

e Flash the device (Device -> Program -> Program All). Wait for process to finish.

8 Programming process — x

I T |

Blank check main memory

e Cancel

Tasks  Failures

' Device erase

» Blank check main memaory
Blank check OTP sector
Blank check configuration word
Programming OTP sector
Verification OTP sector
Programming main memary
Verification main memory
Programming configuration word
Verification configuration word

After flashing, turn off switch, move it to "run” mode and connect UART port to PC. Boot switch. After
booting process end, you are able to communicate with switch through ICLI. If you are flashing
XDG205, skip to section 7, then return to section 6.2, for XDG202, continue these sections in order.

6.2 Setting MAC address

It is recommended to set mac address since without that system will generate random mac address
on every booting.

Printin ICLI:

# platform debug allow

# debug board mac XX-XX-XX-XX-XX-XX

# reload cold
Make sure that right mac address was applied by printing in ICLI

# show ver

6.3 Setting IP address

You need to set IP address to be able to bootstrap ‘mfi’ image from network.
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Print in ICLI:

# config t

# interface vlan 1

if you want to set dhcp

# ip address dhcp

if you want to set static ip

# ip address <AAA.BBB.CCC.DDD> 255.255.255.0

#end

Make sure that right IP address applied by printing in ICLI:
#show ip int br

Do not forget save your setting by running in ICLI:
# copy running-config startup-config

7 Bootstrapping Application Software Image

7.1 Bootstrapping XDG202

After the ‘bin’ image is flashed ‘mfi’ bootstrap needs to be flashed by ICLI in NAND Memory. This
section describes how to bootstrap ‘mfi’ image after ‘bin’ image is flashed and ip address is set.
1. Putthe ‘mfi’ image in base directory of your TFTP server.
2. Printin ICLI:

# platform debug allow

# debug firmware bootstrap tftp://ip.address.of.server/name_of _file.mfi

System will reload. After that, it will ask you for login and password. Default login is admin and
password is blank(“”).
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7.2 Bootstrapping XDG205

After the ‘bin’ image is flashed ‘ext4.gz’ needs to be flashed to the EMMC memory. Unlike XDG202,
the XDG205 ‘bin’ image only contains U-Boot, so the bootstrapping process is done using U-Boot
commands.
1. Putthe ‘ext4.gz’ image in base directory of your TFTP server.
2. Connect port 13 of the XDG205 to the same network as your TFTP server.
3. Power on the system and hit any key when prompted over the ICLI interface to stop autoboot.
4. Enter the commands:

=> setenv serverip <ip.address.of.server>

=> run mmc_format

=> editenv mmc_image

Change the name to match your ext4.gz file

=> run mmc_dlup

=> setenv rootargs

=> saveenv

=> run mmc_boot

System will boot into ISTAX. After that, it will ask you for login and password. Default login is admin
and password is blank(“”).

8 Accessing Web GUI

After bootstrapping application software image, Web GUI becomes accessible. It allows to change
settings of the switch in web browser. To access Web GUI, your PC and switch should be in one
network and you should know IP address of the switch in that network. To set IP address, refer to 6.3
of this document.

Print in ICLI:

#show ip int br
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Now when you have IP address, just print it in internet browser address bar and press enter.
System will ask for login and password, by default login is admin and password is blank(“”).
Now you have access to Web GUI.

&« C A Notsecure | 10888142

Connect Tech Inc.
Embedded Computing Experts

Port State Overview Auto-efresh ) [Refresh
» System
» Green Etnemet 2
= Thermal Protection
~ Ports

State

« Traflc Overview

= QoS Stalstics
«QCL Status
= Detailod

» DHCP

Updating Bootloader Image

In rare situation bootloader update may be needed after installing the application software. This can
be done on both XDG202 and XDG205 through ICLI.
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9.1 Updating Redboot (XDG202)

The Redboot bootloader is actually part of the ‘bin’ image, but it can be updated over existing one
once ‘mfi’ image is applied. In order to update bootloader, print in ICLI:

# platform debug allow
# debug firmware bootloader tftp://<IP where file is located>/name_of_file.img

debug firmware bootloader +tftp://106.88.8.189/redboot-jaguar?-new.img
Downloading. . .

Got 196024 bytes

Checking old image RedBoot... needs update

Erasing 'RedBoot'... done!

Programming 'RedBoot'... done!

After that, reboot switch. New bootloader should be applied.

9.2 Updating U-Boot (XDG205)

For XDG205, the ‘bin’ image is the U-Boot bootloader. To update it, power the system off and follow
the steps below:
1. Putthe ‘ext4.gz’ image in base directory of your TFTP server.
2. Connect port 13 of the XDG205 to the same network as your TFTP server.
3. Power on the system and hit any key when prompted over the ICLI interface to stop autoboot
4. Enter the commands:
=> setenv serverip <ip.address.of.server>
=> dhcp name_of _file.bin
=> run ubupdate
=> reset

The switch will then reboot with the new bootloader.

10 Updating Application Software Image

You can update the application software image over existing firmware. It is different from
bootstrapping process since NAND/EMMC flash memory is not blank. Update is possible through
ICLI or web GUI. The process is the same for both XDG202 and XDG205.

10.1 ICLI

In order to upload firmware file, print in ICLI the following:

# firmware upgrade tftp://<IP where file is located>/<name of mfi/ext4.gz file>

firmeare upgrade tftp://10.88.8.189/istax xtremelfg3d6.mfi
Downloading. . .

Got 12875904 bytes

Starting flash wpdate - do not power off device!

Erasing flash...done

Programming flash...done

Swapping images...done

Restarting, please wait...

After update, switch will reboot. New firmware should be applied.
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10.2 Web GUI

In order to upload firmware, in Web GUI go to Maintenance -> Software -> Upload, click “Select
File...”, choose needed ‘mfi’/'ext4.gz’ file and click “Start Upgrade”.
A0

Connect Tech Inc.
Embedded Computing Experts

» Configuration
v Menng\r Software Upload
» System
» Green Ethemet
= Thermal Prokection

[SelectFile | No file sslectsd

Upload status: Idle

« Media Redunancy
» Link OAM

» DHCPVA

» DHCPVE

» Secunty

» Aggregation

= Loop Protection

» Spanning Tree
» MR

» IPMC

After upgrade, switch will reboot. New firmware should be applied.

Document: CTIM_00118

Revision: 0.01. Page 12 of 12 Date: 2024-03-05

Connect Tech Inc. Proprietary Information



